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1. f§ 4 (Introduction)
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3. % >3 (Cybersecurity Assessment)

3.1 g% >3k 3§ (Cybersecurity Assessment Plan)
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%321~ A B2 2

¥ FEBEFE

il #® 2 e e

Bl [ e s | TR R R g TR K23

% LT EAEEET

L, ARG TmRATE | FREI R | FHRENRERS Y R

¥ g RS

Tl |[TRT i ammE | FRAN R | TR SRR
FrERED

VIEF R E R kg if - B ke A F e
® Flow(” ™)

® File/Database (—— ) : %7 2 & ~ FTHE

® Function (O)
® Input/Output (L) : % seeegmr > ldct o

-

() fgi£j§?r (") 1477 EAEE

el
S
A
e
(\x.
o3
.B;
e
>3

13



32187 M HEFH A ERFTA» Bl

Bz AEER

3.3 & 5% > & §(Cybersecurity Threat Analysis)
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3.5 g% >R i (Cybersecurity Testing Methodology)
3.5.1 /& iF 4+ (Vulnerability Scanning)
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9
172.
0 1 0 0 24
CRITICAL HIGH MEDIUM LOW INFO
Scan Information
Start time: Meon Feb 25 15:05:52 2019
End time: Mon Feb 25 15:06:42 2019

Host Information

DNS Mame: NPIBSE58B
Netbios Name: NPIB5658B

IP: 172,

MAC Address: DC:4A:3E:B5:65:8B
0s: HP LaserJet Printer

Vulnerabilities

41028 - SNMP Agent Default Community Name (public)

Synopsis

The community name of the remote SNMP server can be guessed.

Description

It is possible to obtain the default community name of the remote SNMP server.

An attacker may use this information to gain more knowledge about the remote host, or to change the
configuration of the remote system (if the default community allows such medifications).

Solution

Disable the SNMP service on the remote host if you do not use it.
Either filter incoming UDP packets going to this port, or change the default community string.

Risk Factor

High
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3.5.2 /% i% ip| 3% (Penetration Testing)

% % |3 (Penetration Test)id % H.d FX BfF 2 E 2 LB T 5 #NRAIBIEN 7 0
FI* Bkt grd e 2o cha B oo P IRop JRARRLE THRCE . oo T i ke
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ID: 0bD54e5c-7edb-405a-bf1-ea73def4d9dd
Modified: Thu Mar 19 08:11:05 2020

~ Report: Results (69 of 172) Created:

Owner: _admin

BE: el

Apache Tomcat End Of Life Detection (Windows) (Ol 100 (Hion) | 80% 8080/tcp
Microsoft SQL Server Multiple Vulnerabilities (3065718) - Remote g 80% . generalftcp
Oracle Mysql Security Updates (apr2017-3236618) 06 - Windows (Ol 75| 80% 5, 3306/tcp
Oracle Mysgl Security Updates (jan2018-3236628) 03 - Windows (Ol 78 | 80% 2 3306/tcp
Oracle Mysql Security Updates-02 (oct2018-2428296) Windows (O 75 (Hioh1 | 80% 3306/tcp
Oracle Mysql Security Updates (jan2018-3236628) 04 - Windows Ll 80% 3306/tcp
Oracle MySQL 5.7.x < 5.7.27, 8.0.x < 8.0.16 Security Update {2019-5072835) - Windows 0 EEETEE 80% | W] 3306/tcp
Oracle Mysg Security Updates (jan2018-3236628) 01 - Windows a 80% o B ) 3306/tcp
Oracle Mysql Security Updates (jan2018-3236628) 05 - Windows || 80% 1t 3306/tcp
Oracle Mysql Security Updates (apr2018-3678067) 02 - Windows 0O EEEEEm 80% 17 3306/tcp
Oracle Mysgl Security Updates (jan2018-3236628) 02 - Windows ) 80% = W] 3306/tcp
Microsoft SQL Server Elevation of Privilege Vulnerability (2984340) - Remote ] 80% VS generalftcp
Oracle Mysgl Security Updates (apr2017-3236618) 02 - Windows o 80% 1) 3306/tcp
Oracle Mysql Security Updates (jul2017-3236622) 04 - Windows a 80%  ° L 3306/tcp
Oracle MySQL Security Updates-05 (jul2018-4258247) Windows 4| 80% [ & W] 3306/tcp
Oracle MySQL 5.7.x < 5.7.27. 8.0.x < 8.0.17 Security Update (2019-5072835) - Windows 3 80% == 3306/tcp
Oracle Mysql Security Updates-01 (oct2018-4428296) Windows L) 80% 3306/tcp
Oracle MySQL Security Updates-06 (jul2018-4258247) Windows g 80% Er N N 3306/tcp
Oracle Mysgl Security Updates (apr2018-3678067) 03 - Windows || 80% | i ] 3306/tcp
Oracle Mysgl Security Updates (oct2017-3236626) 01 - Windows ] 80% 3306/tcp
Oracle Mysql Security Updates-04 (oct2018-2428296) Windows (@] 80% 1 3306/tcp
Oracle MySQL 5.x < 5.6.45, 5.7.x < 5.7.27, 8.0.x < 8.0.17 Security Update (2019-5072835) - Windows 80% 1 ] EENTe ]
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[1] IEC 62304:2006 Medical device software — Software life cycle processes
[2] Manufacturer Disclosure Statement for Medical Device Security. Available: https://ww
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ez AR AP R 23 * Bk R E (Common Vulnerabilities and Exposures, CVE)
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13 https://nvd.nist.gov/vuln/search
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